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3GPP™ Work Item Description

For guidance, see 3GPP Working Procedures, article 39; and 3GPP TR 21.900.
Comprehensive instructions can be found at http://www.3gpp.org/Work-Items
Title: 
Work Item on Security Assurance Specification for 5G 
Acronym:  
Unique identifier: 
 
1
Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	X
	X
	X
	X
	

	No
	
	
	
	
	

	Don't know
	
	
	
	
	X
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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a 

	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent and child Work Items 
	Parent and child Work Items 

	Unique ID
	Title
	Nature of relationship

	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	


3
Justification

Significant progress has been made to security assurance specification for eNB, PWG and MME of LTE. The work on SCAS of LTE network element is not expected to be significantly extensive and time consuming, therefore, SA3 should expand the SCAS work with network element in the 5G network, which is expected to have greater differences compared to either different and/or additional interfaces,  additional form factors, as well as additional deployment scenarios. This work is also expected to expedite the SCAS work on the entire portfolio of 3GPP network product classes.

In addition, in the course of specifying the security assurance specification for the gNB, AMF and UPF, security analysis and requirements may bring additional benefit in identifying and/or aiding in the development of security enhancements in the study of 5G phase 2 security 
4
Objective

The objective is to develop the Security Assurance Specification(s) (SCAS) for the 5G network product classes:

-
identify threats and critical assets to the gNB, AMF and UPF not already identified in TR 33.926.

-
develop and/or adapt gNB, AMF and UPF specific security functional requirements and related test cases
 -
develop and/or adapt gNB, AMF and UPF specific hardening requirements and related test cases
-
develop and/or adapt gNB, AMF and UPF specific basic vulnerability testing requirements and related test cases  

Any additional threats and critical assets identified in the course of specifying SCAS for gNB will be captured in TR 33.926.

5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Proposed Spec no. or series
	Type (see note 1) 
	Rapporteur(s)
(see note 2)
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	33.XXX
	TS
	
	SA#81(Sep 2018)
	SA#82(Dec 2018)
	For gNB

	33.XXX
	TS
	
	SA#81(Sep 2018)
	SA#82(Dec 2018)
	For AMF

	33. XXX
	TS
	
	SA#81(Sep 2018)
	SA#82(Dec 2018)
	For UPF


Note 1:
Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by OPs.

Note 2:
The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".
	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#

	TS 33.216
	For capturing new context related toEDCE5  feature
	SA#81(Sep 2018)

	TS 33.926
	New security requirement discovered during the work of 5G SCAS
	SA#82(Dec 2018)
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Work item Rapporteur(s)
7
Work item leadership

SA3
8
Aspects that involve other WGs
NONE

9
Supporting Individual Members
	Supporting IM name

	Huawei

	HiSilicon

	China Unicom

	CATT

	ZTE

	


